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We investigate theoretically the possibility of retrieving the value of the time delay of a semiconductor laser
with an external optical feedback from the analysis of its intensity time series. When the feedback rate is
moderate and the injection current set such that the laser relaxation-oscillation period is close to the delay,
then the time-delay identification becomes extremely difficult, thus improving the security of chaos-based
communications using external-cavity lasers. © 2007 Optical Society of America
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Chaotic cryptosystems exploit the noiselike appear-
ance of a chaotic carrier to conceal an information-
bearing message and the property of chaos synchro-
nization [1] to decrypt this message at the receiving
end. The security of a chaotic cryptosystem is two-
fold: first, it should be difficult to identify the emitter
parameters and decipher the message by analyzing
the transmitted signal, and second, even knowing the
parameters, the physical realization of a synchroniz-
ing receiver should be arduous. Semiconductor-based
external-cavity lasers (ECLs) have proven to be a
particularly interesting source of optical chaos [2].
Indeed, the delay introduced in the system can lead
to the generation of high-dimensional chaos [3],
which makes it computationally difficult to identify
the system with traditional time-series analysis tech-
niques. Recently, some techniques tailored for delay
systems have been developed [4,5], which lead to
computationally feasible system identification by
working in a low-dimensional projection of the
infinite-dimensional phase space. If the delay is un-
known, however, it is impossible to perform such a
projection and therefore to identify the system.
Previous works on time-delay identification in
ECLs have shown that the delay was easily retriev-
able from the autocorrelation function of the laser
light output [6,7]. The use of additional cavities has
later been suggested [7] as a way to complicate the
retrieval of information about the time delay; how-
ever, this makes practical implementation difficult.
In this Letter, we consider a single-mode semicon-
ductor laser with a single external optical feedback.
With this simple system, we show that for a careful
choice of the operational parameters, it becomes ex-
tremely difficult to identify the time delay with the
autocorrelation-function and mutual-information
techniques, both calculated from the intensity time
series. The presence of two time scales, namely the
relaxation-oscillation period 7o and the external-
cavity round-trip time 7, combined with appropriate
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values of the feedback rate vy, allows this masking.
Our theoretical analysis is based on the Lang—
Kobayashi (LK) rate-equation model [8]:
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where E is the slowly varying complex electric field,
N is the average carrier density in the active region,
a is the linewidth-enhancement factor, G=Gy(IN
-Ny)(1-€E?) is the optical gain with e the satura-
tion coefficient, IV is the carrier density at transpar-
ency, wg is the frequency of the solitary laser, v is the
feedback rate, 7, is the photon lifetime, 7, is the car-
rier lifetime, J, is the threshold current density, p is
the pumping factor, and 7 is the delay. The
relaxation-oscillation period is an intrinsic damping
time of the free-running laser and is defined by 7o
=(1/7's7'p(,u—1)—,LL2/47§)'1/2, with  u=Gy7,7,(pdy,
—Ny/1,). We consider the following parameter values:
a=5, woT=0, 7,=2 ps, 7.=2 ns, Gy=17.5
X108 m? s, Ny=3x10%m=3, €=2.5x10"2 m3,
J,;,=1.83X10¥ m™2 57!, 150=0.75ns. For a system
modeled by a delay-differential equation, the infor-
mation about the delay value can typically be re-
trieved using either the autocorrelation function or
the mutual information [9]. The autocorrelation func-
tion is a measure of how well a signal matches a
time-shifted version of itself and is defined by
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where I=|E|? denotes the emitted laser intensity.
The mutual information measures the information
shared by two variables, namely, the intensities at

p1(6)
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times ¢ and ¢+ 60, averaged over ¢. It measures how
much knowing one of these variables reduces our un-
certainty about the other. We consider here the mu-
tual information I(6) between I(¢) and I(¢- 6), which
is defined by

pI@),I(t - 06)
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pU@)pI(t - 0)
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where p(I(¢),I(t-6)) is the joint probability and
p(t)) and p(I(t-6)) are the marginal probability
densities.

We now consider scenarios with various values of 7
all leading to a chaotic behavior, and we investigate
circumstances under which the time delay is effec-
tively concealed in the autocorrelation and mutual
information. Usually, in delay systems, the signature
of the time delay shows up in the autocorrelation
function p; and the mutual information I because of
the nonlocal time dependence induced by the delayed
feedback term. Therefore, the information shared by
I(¢) and I(t—7) is intimately related to y. Figures 1
and 2 analyze this influence. Figure 1 gives the shape
of the autocorrelation function (left column) and the
associated intensity time series (right column) with
7=5 ns for four different increasing values of y. Fig-
ures 1(d1) and 1(c1) have the general shape described
in the literature [7]: a central peak located at 6=0
with a small temporal extension and significant
peaks at the delay 7 and multiples of 7. These peaks
are surrounded by small troughs at multiples of
+7r0/2. The decrease of y induces a decrease of the
peaks’ amplitude at the delay and its multiples;
meanwhile, a significant trough at 755/2 arises. For a
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Fig. 1. Autocorrelation function and associated time series
7=5ns and 73p=0.75ns, and (al), (a2) y=2.5 GHz; (bl),
(b2) y=5 GHz; (cl), (c2) y=10 GHz; and (d1), (d2) vy
=15 GHz. The vertical dashed line indicates 7.
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Fig. 2. (Color online) Evolution of the location 7y and am-

plitude py of the maximum autocorrelation peak for 7
=5 ns and 730=0.75 ns, in a window W(7), as a function of
v. Dashed lines show multiples of 750/2. Dotted—dashed
lines show the boundaries of W(7). The solid line indicates
7.

smaller value of y, we observe a decrease of the am-
plitude of the peaks at the delay and a significant
peak appears at 7zp [Fig. 1(b1)]. For an even smaller
value of the feedback rate [Fig. 1(al)], peaks appear
at multiples of 750, revealing the importance of the
relaxation oscillations in the dynamics. The presence
of a second time scale due to the delayed feedback is
revealed by the increase of the peaks’ value around r
and its multiples. In this latter case, delay identifica-
tion is quite difficult due to the numerous satellite
peaks present around 7. Additionally, we expect that
the delay will be significantly overestimated, as the
largest peak around 7 corresponds to the multiple of
Tro closest to the delay rather than to the delay itself.

Figure 2 analyzes the evolution with vy of the loca-
tion () and the amplitude (py) of the maximum au-
tocorrelation peak in a time window around 7, W(7)
=[3.5 ns,5.5 ns]. The time window is chosen to be
sufficiently large to capture possible shifts of 7, and
sufficiently narrow to measure only the relevant
peak.

The analysis of Fig. 2(a) shows a continuous shift
of 7. It starts near a multiple of 730/2 and then as-
ymptotically tends to 7. Figure 2(b) shows a non-
monotonic evolution of py, which is consistent with
the observations of Figs. 1(al)-1(d1) and unveils the
existence of a minimum for a given feedback rate 7.
These observations reveal the increasing reliability
of 7, as an estimator of 7, with increasing values of
v, because the choice of the peak in the autocorrela-
tion becomes more obvious and simultaneously the
delay overestimation decreases. Consequently, the
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Fig. 3. Autocorrelation function and mutual information

for 7=1 ns and 759=0.75 ns. (al), (a2) y=2.5 GHz; (b1), (b2)
v=5 GHz; (cl), (c2) y=10 GHz; and (d1), (d2) y=15 GHz.
The vertical dashed line indicates 7.

system becomes less and less secure regarding sys-
tem identification. It is also known that increasing y
leads to an increase of the Kaplan—Yorke dimension
in a LK system [3]. Our result shows that the high
dimensionality of the chaos is not a sufficient condi-
tion for security, as delay identification becomes
easier when the feedback rate, and thus the dimen-
sion, is increased.

From the first two figures, the relative importance
of the two time scales in the autocorrelation function,
controlled by the value of y, has proven to be of key
importance for the delay retrieval. The signatures of
the delay and of the relaxation-oscillation period are
always present in the autocorrelation function as il-
lustrated in Fig. 1. At a moderate feedback rate [Fig.
1(al)], there are numerous large peaks in the vicinity
of #=0, corresponding to small multiples of 774/2,
and similarly in the vicinity of 7, higher multiples of
Tro!/ 2 are present. The presence of peaks at multiples
of 7o perturbs the delay identification, but the sig-
nificant separation between the values of 7 and 750
still allows a relatively clear identification of the de-
lay value, as we observe a clear increase around the
value of 7 of peaks at high-order multiples of 75o. We
find that reducing the separation between 7 and 750
makes the identification problematic. Figure 3 illus-
trates such a case using the autocorrelation function
(left column) and mutual information (right column)
considering 7=1 ns. The ECL behavior is chaotic for
the four increasing values of y considered in Fig. 3.
Figures 3(d1) and 3(d2) confirm the results obtained
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in Fig. 1: sharp peaks are located at the delay and its
multiples. As y decreases from 15 to 10 GHz, the
peak close to the delay value in both p; and I de-
creases [Figs. 3(c1)-3(c2)]. A further decrease of y to
5 GHz reveals very interesting plots of the autocorre-
lation function and the mutual information. In Figs.
3(b1) and 3(b2), we do not observe any clearly identi-
fiable peaks around the delay value. Because the only
significant peaks or troughs are located around
Tro/2, an eavesdropper would have an exceedingly
difficult time to identify the delay. Finally, Figs. 3(al)
and 3(a2), which correspond to a feedback rate of
2.5 GHz, also show a case in which it is seems impos-
sible to identify the delay as only a minor trough or
peak is visible around the delay value and as an
eavesdropper would have no indication that these
correspond to the correct delay value. A systematic
numerical study shows that the delay is well con-
cealed when 7 belongs to the interval [7z0
+0.15 ns, 750 +0.35 ns].

In conclusion, we have demonstrated, using auto-
correlation and mutual-information techniques, the
key role of the feedback rate y and of the separation
between the time delay 7 and the period of the relax-
ation oscillation 7 on the retrieval of the time delay
in an ECL. Two scenarios have been identified. First,
for low feedback rates and significant separation be-
tween 7 and 70, the presence of peaks or troughs at
multiples of 730/2 makes the identification difficult.
Second, when the feedback rate is low and the values
of 7 and 75¢ are close, delay identification is very dif-
ficult because no significant peak appears close to the
delay value. These two situations can prevent an
eavesdropper to access the true measure of the time
delay.
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